Cybersecurity Training
for Law Enforcement

Purpose:

This cybersecurity training is tailored specifically for Law Enforcement
Personnel in New Hampshire. It aims to enhance their ability to protect and
serve New Hampshire communities by better understanding best practices for
safeguarding digital assets and sensitive information.

As the Cybersecurity landscape continues to evolve in both sophistication
and scope, it is critical to train Law Enforcement personnel to develop specific
knowledge and skills to protect themselves and their constituencies against

NH Municipal Cyber

emerging cyber threats. This training will provide essential insights into the Defense Prog ram
latest cybersecurity best practices and threat mitigation strategies, ensuring
Law Enforcement Professionals have the knowledge to effectively protect
their systems and data while maintaining the security and integrity of their
operations.

The New Hampshire Municipal
Cyber Defense Program (MCDP),
managed by The ATOM Group,

is a key initiative for enhancing

. New Hampshire's Cybersecurity
Audience: Defense Services. Funded by the
NH Department of Information
Technology and the State and
Local Cybersecurity Grant
Program, it aims to protect public
trust in technology by providing
comprehensive Cybersecurity
training.

+ Law Enforcement Officers

« Law Enforcement Leadership

« Law Enforcement Support Staff

« Dispatchers

+ IT Staff Working in Law Enforcement Environments

Outline of the Tralnlng. The MCDP is critical to New

1. Current Cybersecurity Landscape in New Hampshire Hampshire as it enhances
cybersecurity readiness across
municipal and public sector
entities. This program stands out
because it is customized based
on the municipality’s type, job

« Overview of recent cyber threats and trends impacting Law
Enforcement Personnel in NH

» Analysis of local incidents and presenting a case study

+ Understanding the evolving threat landscape and its implications for

LEOs description, and organization’s
2. Dispatch Computer Cybersecurity existing cybersecurity readiness.
« Best practices for the use of dispatch systems and computers —~—~—~—
» Techniques for preventing unauthorized access and cyber attacks
3. MDTs, Radios, Body Cams, and Crime Scene Data For more information,
« Secure use in the field please contact:
4. Security During Case Investigations Emily McGovern
« Protocols for handling digital evidence securely Cyber Operations Specialist
« Measures to prevent data tampering and unauthorized access NH Municipal Cyber Defense
« The dangers of using personal devices for investigations Program (MCDP)
5. Q&A Session Email:

+  Open time for your team to ask any questions or get additional emily@theatomgroup.com

guidance on the topics covered. Phone:
603.501.0003 x107

Website:

A+OM Primex DoIT % theatomgroup.com/mcds

NH Public Risk Management Exchange



