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Safeqguard
Student Data

Cybersecurity
Tips for Teachers

Do not share passwords with
students or colleagues.

Do not leave your unlocked
computer unattended.

Only use approved software,
apps, and plugins — Unapproved
software, even those intended for
instructional purposes, can put
student data at risk.

Protect Student Data

- Do not store student data (including
|IEPs, 504s, and medical info) in your

email or on your desktop.

- Keeping sensitive data in email
history can increase the severity
of a breach.

Know your school’s policies
Understand your school’s
security policies, including
those for personal devices
and data handling.

Use Secure Messaging

- Avoid using personal messaging
apps (like Google Chat, iMessage,
and social media) for sensitive
student information.

Secure Your Devices
- Avoid saving passwords in
your browser.

- Do not store student data
on personal devices.

- Protect students by not reusing
passwords across different logins.

For more cyber safety resources, visit:

www.theatomgroup.com/mcdp

For more information go to www.overwatch.org/learn-more#k12
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